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T MANAGEMENT CONTROL AGREEMENT

ST. LUCIE COUNTY SHERIFF’S OFFICE, FORT PIERCE POLICE DEPARTMENT,
PORT S$T.LUCIE POLICE DEPARTMENT

AND
ST. LUCIE COUNTY

FOR THE.PURPOSES OF
PROVIDING CRIMINAL JUSTICE INFORMATION TECHNOLOGY SERVICES,
INFORMATION. EXCHANGE, DISPATCH. SERVICES, AND CRIMINAL JUSTICE
AGENCY- GVERSIGHT

WHEREFORE, the Management Gontrol Agreement (Agreement) by and befween St.

Lucie County Sheriff's Office; hereinafter referred ta as the “Oversight Agency(OA), and

St Licie: County through its 911 Center; hiereinafter referred to:as DISPATCH establishes

and |denitf' es the spec:fnc roles that each party shall fulfm Thxs Agreemeni prowdes
i f . » Cgu-

party .. or'fequnrémen{s DlSPATCH adherence to the :F,B clis Secunty Pohcy*-
:Secunty Addendum Process; and general oversight responsibilities.

~This Agreement applies-to'every individual, contractor, vendor, private entity, non-criminal
justice agency representative; and/or member of:the OA and the DISPATCH.

'NOW, THEREFORE, in consideration‘to the mutual promises and:covenants herein; the-
‘Parties hereby.agree as-follows:

1. ACCESS TO CRIMINAL JUSTICE KNFORM"AT!QN-

a. DISPATCH is a county departmant that performs a. crlmma[ justice functionfor the
‘OA.

b. DISPATCH shall meet the minimum requirements -as outlined by the FBI CJIS
‘Security Policy: in' regards to ‘access, modification; tr
gtorage, and destriction of Crifninal Justice Information.

h -'-Dther tha.n the OA and. the L.a.w Enforciament .Ag.e
Agreement.

ies ouﬂmed Wlthm ih's
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_MANAGEMENT CONTROL AGREEMENT

d. DISPATCH shall hot enter into: any’ contracts with-other Criminal Justice Agencies
orNon-Criminal-Justice Agencies. for the:exchange:of Criminal Justice Information,
All:
justice agency on behalf of DISPATCH..

reements. for exchange of Cdl must be between the OA and.another criminal

6. DISPATCH shall appoint'a Local Agency Coordinator (LASO) who will work with
the LASO-of the OA: The LASO shall ensure-that all technical controls-to secure

Criminal. Justice Information are in: place and in working order.

Inthe-evént: of a ristworl. intrusion or breach fo Criminal Justice Information;.the

" LASO ‘shall contact the LASO of the OA and report the intrusion. or bireach

immediately.

DISPATCH PERSONNEL VETTING

a All DISPATCH staff that have physical and/or logical ‘access to-the DISPATCH

huilding and/or network must undergo a fingerprint-based records check under the
OA'’s Originating Agency ldentifier (OR!) ‘These records will beretained by the OA
until such a time that an individual is no longer working for DISPATCH. The
fingerprint-based -records check must :occur prior to granting access io the
DISPATCH building -and/or network:

The OA will provnde gu!dance to DlSPATCH if an mdlwdual does not meet the

employment

¢: The DISPATCH is required fo have a Florida Crime Information: Center {FCIC)
~Agency Coordmator (FAC) who wm work w:th the FAC frcm the OA to ensure each

Awareness Trammg andlor lettedIFull Access Tramxng AII mdwiduals must have
‘eurrent training within six: months of assignment.

DISPATCH VENDORS AND CONTRAGTORS

4. All DISPATCH vendors and contractors:that have physical and/or logical access

must undergo a. fingerprint:based records check. under the OA's. ORI. These
records will be retained by-the OA until ‘such -a time: that the vendor/contractor
personnel no-longer have access. The' fmgerprtnt—based records check-shall occur

priorio gaining physical-or logical access..

b. The OA.will provide guidance to DISPATCH if an individual from the DISPATCH

vendor/confractor does not meet the requirements for access or if

vendor/contractor: personnel are arrested during their employment..

!
i




_MANAGEMENT GONTROL AGREEMENT

©. The DISPATCH. FAC will ensuré that. all vendor/contractor personnel have the
required level of training based off:of the work they are performing: The DISPATCH
FAC will.work with the OA FAC 1o ensure-all trammg is:complete and kept.current,

d. The OA reserves the right to terminate this agresment, with orwithout notice, upon
determining DIS | 'or DISPATGH personnel have: violated -any applicable:
law, rule of regulatxon or has violated the tefins of this dgreement.

IV. OVERSIGHT AGENCY RESPONSIBILITIES

“The OA is responsible for the. following in terms -of compliance with the FDLE User
Agreementand FBI CJIS Security Policy:

a. Ensuring ‘that the DISPATCH has designated .a FAC and LASO and that all
associated trainings for those posmons has:occurred:

b_-.r Ensure all DISPATCH personnel and DISPATCH vendors/contractors are retained

¢. Ensure t_ha_t%zAc:cess‘s ReviéWS: are:done an.;,Bethatfiaf DISPATCH.

d: Work with DISPATCH FAC and LASO to ensuré all DISPATCH personinel and
DISPATC( H'ivendors/contractors have:and maintain.current training.

e: Maintain.:a signed ‘Security Addendum Certification Page: for .all DISPATCH
personnel and veridor/contrastor personnel.

f. Ensure that Criminal Justice Information is secured throughout its lifecycle.
g.. Enstire that DISPATCH: does not tun: dnvers license, Criminal History Record

Information (CHRI), tag ‘checks, etc.; for-any: other than the ‘OA and
other Law Enfor¢ement Agencies that 4ré hamed inthis Agreement.

h. Ensure thatthe OA LASQ and/or FAC is available for- any alidits conducted on the
DISPATCH site, .

V. 'WMANAGEMENT CONTROL OF INFORMATION TECHNOLOGY SERVICES.ON
BEHALF OF THE OA AND DISPATCH

This Agreement:also covers the overall stipervision ‘of technical services: provided by St.
Lucie County: Information Technology Departm nt ‘on behalf of the :St. Lucie: County
Sheriff's Office for:data: transport, network services used fo aceess equipment, systéms
désigh, programiming and operational procedures associated with the: developraent,
;xmplementatnon, and maintenance of the 'St. ‘Lucie County Sheriff's ‘Office systems to
i e the National Crime Information Center(NCIC) and the FCIC programs that may
be subsequently designed and/orimplemented within the St. Lucie Cotinty 911 Center.
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Pursuant to the CJIS Security Policy; it is-agreed that'with respect to administration of
that portion of computer systems etwork infrastructure interfacing directly or
indirectly-with the state network (FCIC/NCIC).located within the- EOC for the inferstate
exchange of criminal history/criminal justice: information; the St. Lucie: County ‘Sheriff's
Office shall have the autherity, via managed control, to set, maintain, and enforce:

(1) Priorities. In the event of a County-wide infrastructuire failure, the St. Lucie County
information ‘Technology Department will work to ensure that the County Law

Enforcement network services are restored as a priority to ensure ‘public safety
résponse:as needed.

(2) Standards for the selection, supervision, and termination of personnel
" access to Criminal Justice Information (GJI). The S & Caunty Information
Technology Department will provide. St. Lucie County Sheriff's Office a list of
personnel who will have: physical and/or logical access to the network accessing,.
processing, storing or transmitting CJl. Prior .
i oreof. the i

to giving dividual

Securly Awareness Tralning, formation Technology

Department terminates & member of the Information Technology Team, the St.
Leicle County :Shefiff's- Office will be notified and:all rights :and privileges for hat

individual’ will be: immediately revoked. The ‘St. Lucle County Information
Technology Department will .update and keep current.a. list of individuals with
access and provide that fo.the St. Lucie:County Sheriffs-Office:any time-a change
occurs, |

individ

(3) Policy governing operation of justice systems, computers, access devices,
" gircuits, hubs, routers, firewalls, and any other components, including
encryption, that comprise and support a telecommunications network and
related criminal justice systems to inciude butnotTimited to:criminal history
record/¢riminal justice information, insofar as the equipment is used to
pracess or transmit criminal justice systems information guaranteeing the
priority, integrity; and availability of service needed by the crimin 2
cormmuity. The St.Lucie CountyInformation Technology Department will :
the St. Lucie County Sheriff's Office/St. Lucie County 911 Center network is
trusions. If found, the

monitored at-:a,ll_ti‘mgés-;fcj;;ir;;ahy--'suepurnt};l;rélated incidencesar NS ITTC

St. Lucie County Information. Technology Depariment; will notify the St Lucie
Cotinty Sheriff's Office immediately and work 1o contain the breach and limit the
loss of data or system integrity. Jf the St. Lucie County Information Technolagy
Department-ottsources to a third-party vendor, they will corisuilt with the St. Lucie
Courity Sherifi's Office for guidance regarding personnel vetting and access prior
to allowing the third-party any physical or logical access to the- criminal justice
netivork and/or physically secured location.
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(4) Restriction of unauthorized personnel from ‘dccess or use of equipment
:accessmg the: s ate ,etwork St. Lucie County Shenff’s Office: wm momtor and

-‘wath all ru!es regulatlons and proéedutes outhned by the §t.'Lucie-County Shénff’é
Office.and: the CJIS: Security Policy: in regard to personnel and the maintenance
and upkeep of the ¢riminal JUStICB Tetwork.

(6) General:Services:

a.

St. Lucie County Information Technology Department agrees that only
authorized St. Lugie County Information Technolog: ar ' personnel
will conduct and/or: Wwitness the déstruction of de\nces ‘used to access
process, and/or store criminal justice information.

- ‘St, Liicie County Information Technology Departrient will escort vendor

personnel who may ‘have access to St Lucle County Shenff’s Oﬂ‘scel St

g ]
ut:hzmg a vendor ihat is. not currently under; contract with thefShenff's Gfﬁces
priorto providing any access:to the nefwork or nefwork components:

serwces to St Lume County Sheriff’ . .: must adhere to the'-
requirements as otitlined ‘within the FBI CJIS Security Policy Security
Addendum Progess :as -qutlined' in: Appendix H of the FBI .CJIS Security
Policy;

St Luc;e County Flre D(str;ct has a0Cess to the Criminal Ju ’t‘ce CAD: ’The

Technology Department WI" work w:th the Informatlon Techno!ogy groupj
UiliZ d by St Lume Flre Dlstnct m order to ensure thls reqmrement St.

reccrd chec_ under the St Lucxe County Shenff’s Ofﬂce ORI andi ;
current secunty awareneass training:
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It is further understood that “...manageinent :control of the criminal justice function
remains solely with fhe Cnm/nal Justice Agency:® As: per ‘Section 5.1.1:4 of the CJIS
:Security Policy.

This Agreement also covers the-overall supervision of alt St. Lucie-County Sheriff's O Office
‘systems, services, applications, equipment, systeins des&gn programming, and
-operational procedures associated with the development, implementation, and
maintenance of any St Lucie County Sheriff's. Office system to: include FCIC and NCIC
Programis that may bé subsequently designéd and/or implemented within the Criminal
Justice Agency.

Vi. ACCESSTO CJl SYSTEMS/APPLICATIONS AND SERVICES PROVIDED

(1) DISPATCH will facilitate dispatching functions for'the OA,:the Fort Pierce Police
Department (FPPD), and the Port St. Lugie Police Department (PSLPD).

_.fm'terface on __y :.'The access is viaa FIPS ‘140—2 encrypted path

(5) Additiohal excharigs of CJI betwesen parties. include. Voice and Physical Paper
Exchange.

(6) Each agency’ will be: provided with Audst Logs for their users onaweekly basis for
the CAD and RMS, Each’ agency will review their own logs as reguired by the FBI
CJIS Security Policy.

(7) The OA maintains managed control of the.CAD and: RMS as'related to FDLE and
FBICJIS requirements.

(8) All parties-agree to abide by applicable federal and.state laws as well:as the terms
and conditions of the Criminal Justice User Agreement éxectited bétween FDLE.
and the respective agencies.

(9) All parties-agree to-rhake, use, and:disseminate CJl related records for authorized
efiminal justice: purposes only: and maintain any information in a:secure place. All
destruction of CJl related information. will: follow all applicable fedaral and state
laws.
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IN WITNESS WHEREOF, it is hereby agreed that the terms and conditions contained in
this Management Control Agreement have been accepted by the officials signed names

below, who are bound by the terms and conditions of this Management Control
Agreement.

ST. LUCIE COUNTY SHERIFF

( A 7AW A y U
Richard R. Del Tofo, Jr.

DATE: ?/7// Zf/ AR

APPROVED AS TO FORM AND
CORRECTNESS:

i u .y

Amber L. [zzo, Esq., Chief/egal Counsel

2024C0-223
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IN WITNESS WHEREOF, is hereby agreed that the tefms and

conditions: contained in

this Management Control Agreement have been accepted by the officials. signed names
below, who are bound by the terms and conditions of this Manageraent Control

.,Agreement

ST. LUCIE COUNTY SHERIFF

APPROVED AS TO FORM AND
CDRRE,,;\:_,,,NE 38—

2034 Co~223
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ATTEST: ) CITY OFFORT PIERCE:

) o A.!z{{»&{d’ém

e L|s’1dac°l(x City“ _9!’ k

APPROVED AS TO FORMAND
CORRECTNESS:

Sara ra ‘ ges, city Attomey




/ POLICE PEPARTMENT

Clty Clerk

/ CiiyfA‘ftorney i
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ST, LUGIE COUNTY, FLORIDA

. SLC@oCC SouptyAdmin istrator Clyont
\% \ DATE: F@m&«j A0, J07H:

APPROVED AS TO FORN AND
CORRECTNESS:

Agr]. County Attorney

10
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WITNESSES: ST, LUCIE COUNTY.5IRE BISTRICT CHIEF

DATE:

APPROVED-AS TO FORM AND:
. CORRECINESS: ..

A 5




